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CYBER SCAMS AND DIGITAL PROTECTION

COMPASSIONATE TABERNACLE OF FAITH BAPTIST TRAINING UNION

EPHESIANS 6:11



TOOLS OF DECEPTION

• Put on the whole armor of God, that you may 

be able to stand against the wiles of the devil. 

Ephesians 6:11

• As technology advances, scammers are 

becoming smarter in their attacks.

• Staying informed of evolving fraud tactics is 

important to protect yourself and your benefits. 

One of the newest ways fraudsters engage in 

cyber-attacks is by using Artificial Intelligence 

(AI) tools, collectively referred to as generative 

AI and Large Language Models (LLM).

https://www.harvardonline.harvard.edu/blog/benefits-limitations-generative-ai
https://www.harvardonline.harvard.edu/blog/benefits-limitations-generative-ai


GENERATIVE AI
Terms like generative AI, machine learning, ChatGPT, and natural language 

processing are often used interchangeably



• Artificial Intelligence (AI) is an umbrella term for any theory, computer system, 

or software that is developed to allow machines to perform tasks that 

normally require human intelligence. The virtual assistant software on your 

smartphone is an example of artificial intelligence.



• Machine Learning is a field that develops and uses algorithms and statistical 

models to allow computer systems to learn and adapt without needing to 

follow specific instructions. Asking the GPS on your phone to calculate the 

estimated time of arrival to your next destination is an example of machine 

learning playing out in your everyday life.



• Generative AI is a type of AI system capable of generating text, images, or 

other media in response to prompts.



CHAT GPT CREATED 
IMAGES

• ChatGPT is a chatbot developed 

by OpenAI that uses generative AI 

and natural language processing to 

simulate human-like conversations in 

a chat window where the user can 

ask the bot to help with a variety 

of tasks, including drafting emails, 

essays, code, and more.

https://openai.com/


• Natural Language Processing is the field of artificial intelligence where 

computer science meets linguistics to allow computers to understand and 

process human language. (Hey SIRI) (OK Google)



LARGE LANGUAGE MODELS (LLM)

• Natural Language Processing technologies currently receiving widespread 

attention. We should be aware of this technology and its potential for 

accessing our personally identifiable information and potentially compromise  

banking and benefit payments.

• Hello, are you there?



EXAMPLES OF GENERATIVE AI SCAMS INCLUDE:

• Creating fake identities or impersonating real people to access secure 

information and claims for benefits.

• Developing convincing voice or video messages to be used in engineering 

attacks, such as making fraudulent changes to direct deposit information.

• Automating phishing attacks by creating mass fake emails or text messages to 

trick persons into giving away sensitive information.



PRACTICE SAFE 
NET

• Following these tips to practice safe online behavior and 

prevent fraud:

• Screen emails carefully, and only open emails from senders 

you know and trust. Delete and block emails from unknown or 

suspicious senders.

• Be cautious of popups and links on websites, emails and texts 

that can be used to infect your device with harmful malware.

• Limit the Personally Identifiable Information (PII) you post 

online, such as your address, date of birth, workplace, or 

kinship details.

• Delete old social media accounts and limit your online 

presence and available biographical information.

https://digital.va.gov/cyber-spot/tips-and-tricks-to-secure-your-clicks/
https://digital.va.gov/cyber-spot/tips-and-tricks-to-secure-your-clicks/


PRACTICE SAFE NET

• Maximize privacy settings on all active social media accounts to 

protect information from unknown users.

• Do not accept friend or connection requests from individuals 

with only an online presence. Only add friends or connections 

you know and trust in real life, not those who you have only met 

online.

• Download strong antivirus software to protect yourself from 

malware attacks.

• Never send bank information or payment to “online friends” 

or others. Scammers may threaten to destroy your files or data if 

you do not send payment or banking information. If you are a 

victim of ransomware, do not respond to any threat and report 

the incident immediately.

https://www.ic3.gov/Home/ComplaintChoice/default.aspx
https://www.ic3.gov/Home/ComplaintChoice/default.aspx


COMPASSIONATE 
BAPTIST CHURCH 
APP

• Google App

• Apple Store

https://play.google.com/store/apps/details?id=com.customchurchapps.appyxwa8gxo&hl=en_US
https://play.google.com/store/apps/details?id=com.customchurchapps.appyxwa8gxo&hl=en_US
https://apps.apple.com/us/app/compassionate-baptist-church/id1488807229
https://apps.apple.com/us/app/compassionate-baptist-church/id1488807229


SMALL GROUP DISCIPLESHIP 
MINISTRY

(SGDM)

Starting in October, join

Compassionate’s churchwide

book study: Anatomy of a Revived

Church. 

Scan the QR code.



HTTPS://CTOF-MBC.ORG/
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