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https://www.washingtonpost.com/technology/2023/12/11/china-hacking-hawaii-pacific-
taiwan-conflict/

China’s cyber army is invading critical U.S. services
A utility in Hawaii, a West Coast port and a pipeline are among the victims in the past year,
officials say

The Chinese military is ramping up its ability to disrupt key American infrastructure, including
power and water utilities as well as communications and transportation systems, according to
U.S. officials and industry security officials.

Hackers affiliated with China’s People’s Liberation Army have burrowed into the computer
systems of about two dozen critical entities over the past year, these experts said.

The intrusions are part of a broader effort to develop ways to sow panic and chaos or snarl
logistics in the event of a U.S.-China conflict in the Pacific, they said.

Among the victims are a water utility in Hawaii, a major West Coast port and at least one oil
and gas pipeline, people familiar with the incidents told The Washington Post. The hackers
also attempted to break into the operator of Texas’s power grid, which operates
independently from electrical systems in the rest of the country.

Several entities outside the United States, including electric utilities, also have been victimized
by the hackers, said the people, who spoke on the condition of anonymity because of the
matter’s sensitivity.

None of the intrusions affected industrial control systems that operate pumps, pistons or any
critical function, or caused a disruption, U.S. officials said. But they said the attention to
Hawaii, which is home to the Pacific Fleet, and to at least one port as well as logistics centers
suggests the Chinese military wants the ability to complicate U.S. efforts to ship troops and
equipment to the region if a conflict breaks out over Taiwan.
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cyberattacks-darpa-flaws-commercial-devices/

Cyber pandemic prep: CISA warns of Chinese cyberattacks as new DARPA program looks for
flaws in commercial devices, platforms

Cyber pandemic rhetoric is making the rounds again, with the director of the US Cybersecurity
and Infrastructure Security Agency (CISA) warning that China may use aggressive cyber
operations on US pipelines and rail lines.
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At the same time, the US Defense Advanced Research Projects Agency (DARPA) is putting
together a research program to identify vulnerabilities in commercial devices and platforms.

“In the event of a conflict, China will almost certainly use aggressive cyber operations to go
after our critical infrastructure to include pipelines and rail lines — to delay military
deployment and to induce societal panic”

Jen Easterly, CISA, 2023

This | think is the real threat that we need to be prepared for, and to focus on, and to build
resilience against.”

The threat of cyberattacks on critical infrastructure is nothing new.

Last year, the White House put out a statement warning that Russia was “exploring options for
potential cyberattacks” on critical infrastructure as well.

Likewise, the World Economic Forum (WEF) and partners have for years been prepping for a
cyber pandemic that founder Klaus Schwab said “would bring a complete halt to the power
supply, transportation, hospital services, our society as a whole.”

n the latest iteration of cyber pandemic preparedness, Easterly referenced a recent cyber
breach associated with the People’s Republic of China (PRC) via a “state-sponsored cyber
actor” known as Volt Typhoon, which was able to infiltrate US military and private sector
infrastructure.

According to CISA, Volt Typhoon’s tactic was something called “living off the land,” which uses
built-in network administration tools to perform their objectives.

This tactic “allows the actor to evade detection by blending in with normal Windows system
and network activities, avoid endpoint detection and response (EDR) products that would alert
on the introduction of third-party applications to the host, and limit the amount of activity
that is captured in default logging configurations.”

“We need to deal with this specific tactic of what’s called ‘living off the land,” which is
essentially threat actors using the native processes of your computers to be able to get a

foothold,” said Easterly.

“I think it’s going to be very, very difficult for us to prevent disruptions from happening, which
comes down to resilience,” she added.
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https://leohohmann.substack.com/p/enjoy-this-christmas-season-it-may

Enjoy this Christmas season -- it may be the last one we have to celebrate in 'normal’ times:
WEF warns 2024 likely to bring 'cataclysmic' changes

World War lll, cyber attacks, economic meltdowns could change life forever; all three
scenarios are simmering and ready to explode

Chanukah is underway and Christmas is just a couple of weeks off. Another year will go by the
wayside.

As we approach December 31, you will hear people chirping on social media that they are glad
such a bad year is fading into the rearview mirror and how much they are looking forward to
brighter times in 2024.

These people are not awake. Don’t get lulled into their fantasyland.

It’s more likely that we will look back on 2023 as perhaps the last year in which we enjoyed a
somewhat normal life here in America, still perched atop the global order and enjoying all the
benefits of that status. Our dollars still buy food for our Christmas table and energy to heat our
homes, even if it’s more expensive than in previous years.

With the world’s superpowers remaining at loggerheads as to how we move forward into a
new era marked by artificial intelligence and digital currencies, we can count on being moved
closer to World War lll next year, if not fully embroiled in it. And living through war and
economic upheaval is never easy.

The Luciferian globalist elites have done their best to lay hints of what they plan to hit us with
next in their list of conjured-up crises. They talk a lot about cyber attacks.

And when they talk about the coming cyber attacks, they are fond of using words like
“catastrophic” and “apocalypse.” (See article from Jan. 25, 2023, by Popular Mechanics titled A
Catastrophic Mutating Event Will Strike the World in 2 Years, Report Says)

Jeremy Jurgens, the managing director of the World Economic Forum, stated at the WEF’s
annual summit in January 2023 that a major cyber attack would likely take place before 2025.
Well, 2023 has come and gone and we have not seen any debilitating cyber event. If Jurgens
indeed has access to insider globalist information and knew what he was talking about when
he made that comment at the outset of 2023, then that would leave 2024 as the year for this
horrific event to go down, because it would have to happen before 2025.

Klaus Schwab himself, the top dog at the WEF, warned in 2020 of a coming major cyber attack
that will make the Covid pandemic look like “a small disturbance.”
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UK could be brought to a halt 'at any moment' by cyberattack, report warns
The Joint Committee on the National Security Strategy says that large swathes of critical
infrastructure are vulnerable to ransomware attacks.

The UK is unprepared for a large-scale ransomware attack and "at any moment" could be
brought to a standstill, a new report says.

Parliament's Joint Committee on the National Security Strategy (JCNSS) said responsibility for
tackling ransomware attacks should be taken off the Home Office - which the report accuses
of giving political priority to other issues - and given to the Cabinet Office and overseen
directly by the deputy prime minister.

The report claimed former home secretary Suella Braverman "showed no interest" in the issue
and instead focused on illegal migration and small boats.

Ransomware is a cyberattack where hackers breach a system and lock access to data and files,
demanding payment in order to release the files or stop them being leaked.

It has been used in a number of high-profile cyberattacks, including the Wannacry attack on
the NHS in 2017.

In its report, the JCNSS says the UK's regulatory frameworks are insufficient and outdated, and
warns that large swathes of critical national infrastructure remain vulnerable to ransomware
because they rely on legacy IT systems.

It says there has been a failure to sufficiently invest in safeguards to prevent a major crisis,
despite government agencies like the National Cyber Security Centre (NCSC) warning about

ransomware attacks, particularly from groups linked to Moscow, Beijing, and Pyongyang.
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Quantum Plus Al Widens Cyberattack Threat Concerns

Post-quantum cryptography must be applied now to prevent hackers from decoding today’s
data when quantum computers become available.

Quantum computing promises revolutionary changes to the computing paradigm that the
semiconductor industry has operated under for decades, but it also raises the prospect of
widespread cybersecurity threats.
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Quantum computing cyberattacks will occur millions of times faster than any assault
conventional computing can muster. And while quantum computing is in an early stage of
development, experts are now delving into how cyberattacks could become more powerful as
guantum computing matures, particularly when it is teamed up with Al.

In quantum computing, it is difficult to fathom the concept of “fast,” especially when it comes
to quantum supercomputers. The Frontier supercomputer built by Hewlett-Packard Enterprise
is considered the fastest non-quantum supercomputer today. Located in the U.S. at Oak Ridge
National Laboratory (ORNL), Frontier is capable of 2 quintillion (2 x 1018) calculations per
second. However, Frontier would take 47 years to complete a number crunching task that the
Sycamore quantum computer, built by Google, can do in a few seconds (although more work
needs to be done to improve accuracy and qubit coherence). Put a different way, what a
quantum chip can process in one second will take a conventional computer chip 10,000 years.

The dangers of quantum plus Al

The mind-boggling speed of quantum computing is a double-edged sword, however. On one
hand, it helps solve difficult mathematical problems much faster. On the other, it would
increase the cyberattack capabilities beyond comprehension.

Why quantum cyberattacks are so concerning

Today, users rely on passwords to protect their systems. Home Security Heroes, which
provides services to prevent identity theft, discovered that more than half of the 15,600,000
commonly used passwords can be cracked using Al without quantum in less than a minute.
More secure 12-character passwords with scrambled symbols would take 30,000 years to
decipher using today’s computers. But with quantum computing, they can be cracked in
seconds. By the same token, quantum computing could easily break the public keys commonly
deployed today.
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Obama’s New Hollywood Movie Is Very Instructive: They Are Telling Us Their Plans

The globalists believe it’s supremely important to utterly and very publicly destroy the United
States of America. Not because America is some bastion of freedom and democracy. It isn’t.
Over the last roughly 100 years, America’s major institutions have been infiltrated and
completely taken over: government, healthcare, financial and corporations, the mass media,
education, law enforcement and the courts, the military, and 90 percent of the churches and
synagogues — all have come under the influence and control of the globalist agenda.
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Some may believe they are still relevant and independent but when push comes to shove, the
overwhelming majority of churches will capitulate to the globalist agenda of the Great Reset,
which is aimed at digitizing every nation, every major institution within the nations, and every
object living and non-living. Control the food, water, energy and money and you control the
people. That’s what Agenda 2030 Sustainable Development and the Great Reset are really all
about.

However, despite achieving such an immense level of control, it’s still important for the
globalist elites to totally deconstruct and humiliate America, destroy its middle class and bring
it to its knees.

You may ask, why are they so intent on destruction if they already control everything?

Because most people around the world still have the perception of America being a beacon of
individual freedom and prosperity living under a constitutional republic. Look at how the
masses flock to the U.S. southern border in hopes of being granted asylum. That is an idea that
must be crushed and driven out of the minds of billions of people. To accomplish that, the
globalists must destroy the biggest remaining symbol of individual freedom — America.

Most of the upper level globalists are Luciferians. To them, hate and destruction come
naturally. Only by destroying the American ideal of a constitutional republic (they’ve already
destroyed it in practice) will they be in a position where the masses will beg for a new system
that will claim to have all the solutions to the crises enveloping the earth (most but not all of
these crises have been manufactured by the very elites who claim to have the fix).

Higher Ground Productions, a Hollywood production company funded in 2018 by Barack and
Michelle Obama, released a new Netflix movie on Friday, December 8, called Leave the World
Behind, starring Julia Roberts and Ethan Hawke. It’s very instructive. America, portrayed in the
film as horribly divided by political, religious, racial and cultural issues, gets hit out of the blue
by a major cyber attack. Embedded in this movie is tons of symbolism including three shots of
the number 6 in the opening scene. As society disintegrates, there is no government to the
rescue. Everyone is on their own. The overall theme of the film seems to be a seeting hatred
for humanity. “We are all so awful,” Julia Roberts’ character exclaims. We are awful to each
other. We are awful to the planet. Maybe it’s best if we just all kill each other? That’s what |
hear this movie whispering into the public consciousness.

At one point, one of the major characters reveals a three-stage formula for conquering a
nation.

The first stage is “isolation,” which included a power outage the end of cellular and internet
communications. They even hacked satellites which stopped satellite phones from working.
Once the communications and sources of information were taken down, the second stage was



launched. This stage included “synchronized chaos” where the country is terrorized with
“covert attacks, misinformation and disinformation.” Leaflets were dropped from drones
leading people to believe the cyber attack was the work of China, Iran or North Korea, when
there’s a good possibility it was actually caused by globalist players within the U.S.

“If done successfully, the third stage would happen on its own. Coup d’etat. Civil war.
Collapse,” the character says, adding, “This program was considered the most cost-effective
way to destabilize a country. Because if the target nation was dysfunctional enough, it would,
in essence, do the work for you. Whoever started this wants us to finish it.”
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The Censorship ‘Switchboard’: Biden Admin’s ‘Orwellian Ministry of Truth’

Free speech is in a free fall as millions embrace censorship as a political cause, including some
now running for federal office on a pledge to silence others. One of the most alarming aspects
of this period has been the emergence of a type of triumvirate of censorship, an alliance of
government, academic, and media corporations. Together they have established the most
comprehensive censorship system in the history of this country.

That system is being forced out into the public by the investigation of House committees. This
week the House Judiciary Committee released a 103-page staff report on the academic prong
of the triumvirate. What is most chilling about this report is that it adds yet another layer of
government-supported speech controls. It also reflects a conscious and coordinated effort to
carry out censorship through allies in a labyrinth of academic and public interest groups.

Earlier this year, | testified at the first hearing by the special committee investigating the
censorship system. | warned that there was ample evidence of a system based on “censorship
by surrogate” where government agencies used academic and media allies to silence those
with opposing views.

The latest report reveals details of the critical role played by government officials in
“switchboarding” the censorship system by channeling demands for removal or bans from
state and local officials. In addition to the direct targeting of individuals by federal agencies,
switchboarding allowed the agencies to operate as a control tower in this sprawling system.

This switchboarding system was confirmed by Brian Scully of the Cybersecurity and
Infrastructure Security Agency (CISA) in the Department of Homeland Security. CISA has
emerged as one of the critical control centers in this system.
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CISA head Jen Easterly declared that her agency’s mandate over critical infrastructure would
be extended to include “our cognitive infrastructure.” That includes not just “disinformation”
and “misinformation,”

but combating “malinformation” — described as information “based on fact, but used out of
context to mislead, harm, or manipulate.”

Despite the determined opposition by Democratic members and the Biden Administration, the
investigation has revealed a wide array of grants to academic and third party organizations to
create blacklists or to pressure advertisers to withdraw support for conservative sites. The
subjects for censorship ranged from election fraud to social justice to climate change.

The Election Integrity Partnership (EIP) was created in partnership with Stanford University “at
the request of DHS/CISA.” It is described as a “consortium of ‘disinformation’ academics led by
Stanford University’s Stanford Internet Observatory (SIO).

EIP supplied a “centralized reporting system” to process what were known as “Jira tickets”
targeting unacceptable views. It would include not only politicians but commentators and
pundits as well as the satirical site The Babylon Bee.

In newly released emails, the secret coordination with federal agencies was made public,
including a July 31, 2020 email from the director at the Atlantic Council’s Digital Forensic
Research Lab, an EIP partner.

Graham Brookie, the lab’s senior director, confirmed that her group “just set up an election
integrity partnership at the request of DHS/CISA and are in weekly comms to debrief about
disinfo.”

During this time many of us in the free speech community were raising the alarm over the
evidence of a government-supported censorship system, including the use of surrogates in
academia. As noted in emails in May 2020, government officials were privately saying that
they need to avoid any move that would “openly endorse” censorship while funding these
groups and switchboarding the system.

As officials served as the conduit, it continued to attach a standard disclaimer that CISA
“neither has nor seeks the ability to remove what information is made available on social
media platforms.”

Notably, EIP worked not only with CISA, but with the Global Engagement Center, a multi-
agency entity housed within the State Department. It was the Global Engagement Center that
contracted with the Atlantic Council, which sent suggested blacklists to Twitter. It got to be so
reckless that Yoel Roth, then Twitter’s head of trust and safety, responded “omg” and “what a
total crock.”
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Bill Gates and Mastercard are testing vaccine passports in Africa. Is the US next?

Africa has long been the testing ground for Big Pharma schemes. As the Vaccine Alliance rolls
out a digital health ID, some are asking if this is a trial run for a worldwide vaccine passport.
The Bill Gates-backed Gavi, also known as the Vaccine Alliance, Mastercard, and NGOs in the
fintech space have been trialing a digital vaccine passport in Africa called the Wellness Pass.
Africa has long been a testing ground for Big Pharma to test drugs and programs far from the
prying eyes of journalists and regulators.

This passport, touted as a handy way to track patients in “underserved communities” across
“multiple touchpoints,” is part of a grouping of consumer-facing Mastercard products aimed
ostensibly at roping people into a cashless digital ID system that simultaneously automates
compliance with prescribed pharmaceutical regimens and fosters dependency on at least one
ideologically captive non-governmental entity.
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These Amendments Would Open the Door to a Dangerous Global Health Bureaucracy

he Covid pandemic gave the World Health Organisation and its partners unprecedented
visibility and a tremendous amount of “soft” power to shape public health law and policies
across the world. Over the past year or so, the WHO has been pushing hard to consolidate and
expand its power to declare and manage public health emergencies on a global scale.

The primary instruments for this consolidation are a WHO Pandemic Accord and a series of far-
reaching amendments to existing International Health Regulations (IHR). The target date for
finalising both the IHR Amendments and the new Pandemic Accord is May 2024.

The net effect of the proposed text for the pandemic accord and the proposed amendments to
the International Health Regulations, would be to create a legal and financial basis for the
emergence of an elaborate, internationally coordinated bio-surveillance regime and
significantly strengthen the authority of the World Health Organisation to direct and
coordinate the international response to global and regional public health threats.

It is not entirely clear why the WHO decided to negotiate a separate pandemic treaty that
overlaps in significant ways with the proposed IHR amendments. In any case, most of the far-
reaching changes to global health regulations are already contained within the IHR
amendments, so that is what we will focus on here.
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Even if the WHO failed to get a new pandemic treaty passed, the proposed amendments to
International Health Regulations would be sufficient by themselves to confer unprecedented
power on the WHO to direct international health and vaccination policies in circumstances
deemed by the WHO to be a “public health emergency of international concern.”

The WHO wants the IHR amendments to be finalised on time for next year’s World Health
Assembly, scheduled for 27 May — 1 June 2024. Assuming the amendments are approved by a
simple majority of the delegates, they will be considered fully ratified 12 months after that,
unless heads of State formally reject them within the designated opt-out period, which has
been reduced from 18 to 10 months.

https://tennesseestar.com/education/memphis-elementary-school-says-hands-are-tied-as-
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Memphis Elementary School Says Hands are Tied as the Satanic Temple is Set to Hold ‘After
School Satan Club’ on School Grounds

Chimneyrock Elementary School in Memphis issued a statement after an “After School Satan
Club” organized by the Satanic Temple and Reason Alliance is scheduled to take place on
school grounds next month.

On its website, the Satanic Temple — the primary religious Satanic organization in the world —
says its mission is to “encourage benevolence and empathy, reject tyrannical authority,
advocate practical common sense, oppose injustice, and undertake noble pursuits.”

Chimneyrock Elementary School released the following statement on Tuesday morning via
Facebook:

Dear Chimneyrock Family,

We understand that some of you have questions regarding the recent approval of a facility
rental to The Satanic Temple, a federally recognized non-profit organization.

As a public school district, we’re committed to upholding the principles of the First
Amendment, which guarantees equal access to all non-profit organizations seeking to use our
facilities after school hours. This means we cannot approve or deny a request based solely on
the organization’s viewpoints or beliefs.
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Board Policy 7002 outlines this commitment, allowing community groups and government
entities to rent school property outside of school hours. These gatherings are not school-
sponsored and are not endorsed or promoted by Memphis-Shelby County Schools.

The Satanic Temple, recognized by the Internal Revenue Service as a 501(c)(3) public charity,
falls under this policy and has the same legal rights to use our facilities after school hours as
any other non-profit organization. It will be renting the facility in January, after school. You
may read more about the organization in an online news story from the Washington Post.

We understand that this topic may raise questions. Thank you for your understanding and
continued partnership.

The Satanic Temple said its after-school club, scheduled for January 10 in the elementary
school’s library, will “create a fun and inviting place for students to learn and make new
friends.”

A flier for the event reads, “HEY KIDS! LET’S HAVE FUN AT AFTER SCHOOL SATAN CLUB!”

The Satanic Temple said the after-school club will feature “science and community service
projects, puzzles and games, nature activities, arts and crafts, snacks, and tons of fun.”

The Satanic Temple also said children who attend the club will learn “benevolence and
empathy, critical thinking, problem solving, creative expression, personal sovereignty, and
compassion.”
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lowa Gov Kim Reynolds responds to Satanic altar controversy with official statement and
photo op as demonic display continues

lowa Governor Kim Reynolds condemned the presence of The Satanic Temple's altar to
Baphomet at the state capitol on Tuesday after a firestorm of criticism erupted over the
"holiday display."

"Like many lowans," Reynolds said in a press release, "I find the Satanic Temple's display in the
Capitol absolutely objectionable. In a free society, the best response to objectionable speech is
more speech, and | encourage those of faith to join me today in praying over the Capitol and
recognizing the nativity scene that will be on display—the true reason for the season."
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The altar features a mirrored head of Baphomet, presumably so that those who view the
statue will see themselves reflected back. The individual is at the center of The Satanic
Temple's "tenets." The individual is also at the center of The Satanic Temple's recommended
abortion ritual where a woman is meant to focus on herself and not on the life she is

terminating.
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Critical Terrorist Theory—the Social Justice Craze Sweeping the Church

| will never forget October 9, 2023. It was a sunny day in Michigan, and | was just finishing a
day of work when | tuned into the Ben Shapiro Show entitled “The Face of Absolute Evil.”
Nothing could have prepared me for what | was about to see. Shapiro decided to show videos
of the October 7 attack on this episode, so that viewers would understand what evil looks like.
To the day | die, | will forever be haunted of the images | saw, including men and women lying
in a pool of their own blood after being shot dead, a live man’s head being hacked off with a
spade while the killer screamed, “Allahu Akbar!”, and numerous other similar acts of terror.
The October 7 massacre resulted in the death of over 1200 Israelis, 240 kidnapped, and untold
victims of rape and torture at the hands of the Hamas terror group.

Meanwhile, for centuries, the radical left—the ‘woke,” Cultural Marxists—have likewise had a
penchant for violence. In this perspective, the world is comprised of oppressors and
oppressed. The “oppressors” are people who believe in Western values, particularly Americans
and European “settlers” who have “colonized” the world with Judeo-Christian values. The
“oppressed” are those who reject these values, and are all somehow exploited by the West.
The left creates this narrative by exploiting mistakes America and Europe have made in their
history, such as slavery and various atrocities, and using those to claim that Western values
are only these mistakes, and nothing more. They ignore the blessings of liberty Western values
have brought to the world, such as property rights, the common law justice system, and
mitigating poverty through free markets.

Compassion for Terror Sympathizers

The first example comes from Brad Bull of progressive “Christian” news outlet Baptist News
Global, in which Bull created a list of questions to ask your pastor regarding sermons in your
local church about the Israel-‘Palestine’ conflict. Let’s ignore the question of Bull placing
himself above people’s local pastors, and look at one of the many troubling questions he asks
include,


https://ewtcnews.com/2023/12/05/critical-terrorist-theory-the-social-justice-craze-sweeping-the-church/
https://ewtcnews.com/2023/12/05/critical-terrorist-theory-the-social-justice-craze-sweeping-the-church/
https://youtu.be/MIPnWiEQ5u4?si=bHEK3Q85f_VHqTrK

In the 30 or so minutes of the time-limited message, if the word ‘Palestinian’ was used at all in
an expression of compassion, was it said more often than criticism of ‘woke’ politics. (Yes /
No)”

According to Bull, if the answer is “no,” then that is problematic. For him, pastors should be
sympathizing with ‘Palestinians’ more than they are criticizing the ‘woke’ for downplaying
these atrocities, which as we will see they have done repeatedly. Interestingly enough, he is
right to place opposition to “woke politics” as an opposite of supporting Gazans. Glad to see
him in favor of my idea of calling it CTT.

October 7 is Israel’s Fault
Israel = Oppressor; Palestine = Oppressed

Praising Hamas

Baptist News global is not the only so-called “Christian” news outlet spreading this kind of
antisemitic bile. Good Faith Media has joined the unholy chorus of demagoguery in its story
about the aftermath of October 7. calling the attack “lamentable but inevitable.” Self-
proclaimed “pastor” and author of this article, Wendell Griffen, claims that

“Hamas exposed the folly and moral lunacy of the 75-year U.S.-European-led diplomatic,
military, intelligence, cultural strategy concerning the Israeli-Palestinian conflict.”



